
Today’s Complex Compliance Environment

In today’s regulated business environment, organizations have to deal with
many regulations and iindustry standards. Redhawk provides services
based on best practices to facilitate compliance with FFIEC, Sarbanes -
Oxley, GLBA, HIPAA and PCI guidance. The information security standard,
ISO 27002 , is used to facilitate compliance along with specific industry
guidance.

Streamline Compliance with Online Security Assessments

Redhawk streamlines the compliance process by consolidating the
information needed for various regulations and reducing the level of effort
required to manage compliance projects:

•   Manages multiple compliance and regulatory controls
•   Decreases the amount of resources needed to complete separate

compliance projects

Testing Methodology

Redhawk’s personnel have the experience and training needed for
vulnerability testing and security architecture analysis.  A risk-based
methodology is used to determine the appropriate countermeasures for
information systems, which are then audited and recommendations are
produced to mitigate risks.

About Redhawk
Redhawk designs security
defense in depth utilizing best
practice security standards,
professional services & best of
breed products.

Services:
•  Independent Audit
•  Managed Vulnerability

Assessment
•  Managed Security Services
•  Internal Security
•  Email Security
•  Business Continuity Planning
•  PCI Compliance

Products:
•  Firewalls
•  Content Security
•  Intrusion Detection /

Prevention (IDS/IPS)
•  Email Encryption
•  Network Storage

Information Security Assessment
Regulatory Compliance Portal and
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Online Assessment Services
Redhawk provides information security assessment
for regulatory compliance through online
collaboration.
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Redhawk Certifications

•  CISSP - Certified Information Systems Security Professional
•  ISSAP - Certified Information Systems Security Architecture Professional
•  MBCI - Member of the Business Continuity Institute
•  CCNA - Cisco Certified Network Associate
•  MCP - Microsoft Certified Professional

Compliance Portal

The Portal helps facilitate the assessment process by providing reports and
collaboration between Clients and Redhawk.  Redhawk will assess risks and
include recommendations for remediation. The Portal includes areas for
Clients to input responses incorporating an integrated security report.  The
report can be provided to internal audit and regulatory examiners and includes
a management summary for senior management.

Ticket System -  Tickets provide documentation for assessment activities and
provide a mechanism for collaboraton on projects.

File Management - Documentation and files can be securely posted online
for collaboration with Redhawk consultants.  This is also an area for archiving
Policy, Procedure, Projects and Reports to support audit and compliance
projects.

Project Management -  Redhawk project management of project teams
prevents redundant work on separate compliance / regulatory controls.  It
also decreases the amount of resources needed to complete multiple, separate
compliance projects.

Security Assessment Reports - Both executive summary and detailed reports
are provided as part of security assessments fo regulatory compliance needs.

Redhawk’s engineers are
backed by the Certified
Information System Security
Professional (CISSP) program.

Testing is provided through
online security assessment
modules:

•   Administrative
•   Physical Control Objectives
•   External Technical Controls
•   Internal Technical Controls
•   Wireless
•   Telephony
•   Social Engineering
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